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INSTRUCTIONS 
 
1. Any reference material brought into the examination room must be handed to the invigilator 
before the start of the examination 
2. Write your name and student number on the first page of the answer sheet. 
3. Write eligibly and in pen. 
4. Read the questions and answer them comprehensively. 
5. Candidates must attempt all questions.   
6. Ensure that all questions are clearly marked on the answer sheet. 
7. When the question states “discuss” or “explain” it means exactly that.  Merely listing items 
will not be enough to obtain the maximum number of marks for that question. 
8. Please answer SECTION A and SECTION B in separate exam books. 
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Section A: Legal 
 
 
TRUE/FALSE 
Indicate whether the statement is true or false. 
 
1. (1 point) The rights of paternity and integrity do not apply when work is published in a 
newspaper, magazine or similar periodical, but do apply when the work is in the form of 
contributions in an encyclopedia, dictionary, yearbook or other collective work of reference. 
2. (1 point) According to the Law Commission, search and seizure principles can be applied to 
information stored on a computer. 
3. (1 point) The ECA licensing framework is technology neutral. 
4. (1 point) The public international principle of territorial sovereignty is applicable to e-contracts. 
5. (1 point) South African banks have only an obligation to protect personal financial information, 
not all personal information. 
 
 
MATCHING 
 
Match the South African legislation/policy with the year in which it was originally published. 
a. 1978 f. 2002 
b. 1994 g. 2005 
c. 1996 h. 2008 
d. 1998 i. 2009 
e. 2000 j. 2012 
 
6. (1 point) Constitution 
7. (1 point) PAI Act 
8. (1 point) National Cyber Security Policy Framework for South Africa 
9. (1 point) Electronic Communications Act 
10. (1 point) Competition Act 
 
Match the South African legislation with its objectives. 
a. EC Act e. CP Act 
b. ECT Act f. PAI Act 
c. RIC Act g. ECT Amendment Bill 
d. POPI Bill   
 
11. (1 point) To promote a consistent legislative and enforcement framework relating to consumer 
transactions and agreements 
12. (1 point) To introduce information protection principles to establish minimum requirements for 
the processing of personal information 
13. (1 point) Regulate the execution of directions and entry warrants by law enforcement officers 
and the assistance to be given 
14. (1 point) To provide for the facilitation and regulation of electronic communications and 
transactions 
15. (1 point) To encourage the use of e-government services 
 
 
DEFINITIONS 
 
16. (1 point) What does SAAA stand for? 
17.  (1 point) Give the definition for URL hijacking. 
18. (1 point) Give the definition of electronic evidence. 
19. (1 point) Give the definition of interconnection. 
20. (1 point) Give the definition of defamation. 
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PROBLEMS 
 
21. (3 points) According to the South African ECT Act, the definition of cyber crime includes three 
specific actions.  Name these three actions. 
22. (1 point) Briefly explain the role of the computer as instrument to the offence. 
23. (1 point) Briefly explain what can be understood under vandalism of computer equipment, with 
reference to cyber crime. 
24. (1 point) Briefly explain what is web jacking, with reference to cyber crime. 
25. (1 point) Some cases require the presentation of original evidence.  Briefly explain why this can 
be a problem when dealing with electronic evidence. 
26. (1 point) What is the maximum fine that can be levied for non-compliance to RICA? 
27. (2 points) Spam is not illegal in South Africa.  However, any person who sends spam to 
consumers must provide the consumer with specific information.  If this requirement is not 
adhered to, the person sending the spam is guilty of an offence.  Name these two requirements. 
28. (3 points) Briefly discuss BS according to individual licenses, class licenses and exemptions. 
29. (1 point) What is the purpose of the standards for the performance and operations of electronic 
communications equipment and facilities as prescribed by ICASA? 
30. (1 point) Which South African Act provides the admissibility of digital evidence? 
31. (1 point) Name the first South African company that was accredited by the SAAA as third party 
service provider for advanced electronic signatures. 
32. (3 points) Briefly discuss the three roles of entities involved in the publication process in terms 
of ISP liability. 
33. (2 points) Briefly explain the proposed punishment of non-compliance to the ECT Act. 
34. (5 points) Discuss the arguments for the patentability of computer programs in South Africa. 
35. (4 points) Name the four types of e-contracts and give an example of each. 
 
 
Total: 50 
-------------- End of Section A -------------- 
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Section B: Ethics 
 
 
Question 1: Short questions  
1.1.  Do IT companies have social responsibility? Briefly define and discuss social responsibility whilst 
answering the question.         [5] 
1.2. Briefly discuss the ‘Technological Singularity’. Do you think there is an ethical reason to 
promote/avoid technological progress that could potentially be harmful?    [5] 
1.3.  Briefly summarise Immanuel Kant’s theory, referring to at least deontology and the Categorical 
Imperative.           [5] 
1.4. What is consequentialism? Explain the two different versions of it.     [5] 
1.5.  What is whistleblowing? When is whistleblowing justified?     [5] 
Total [25] 
 
Question 2: Essay Question (Choose one, and clearly indicate your choice on your answer sheet) 
 
OPTION A 
 Read the following case study and then answer the subsequent question.  
 John works as a software developer for Company Y, a small toxic waste disposal company. During 
the course of his work, he comes across documents that suggest that Company Y has been disposing 
of some of its medical waste in a local municipal landfill, a highly illegal practice that can lead to the 
spread of diseases.  He takes the evidence to his immediate superior, who dismisses his complaint. 
The same goes for the Operations Manager. Both his superiors are of the opinion that the risk is 
small.  
John considers his situation. The message from his superiors was loud and clear. He strongly 
suspects that making further noise about this issue could jeopardise his job. Furthermore, he 
generally has faith in the company's management; they've always seemed like honest, trustworthy 
people. But he was troubled by this apparent disregard for public safety. On the other hand, he asks 
himself whether they were right, and the danger is in fact minimal. 
Write an argumentative, academic essay in which you discuss whether John should blow the whistle 
or not. You will need to discuss what whistleblowing is, as well as the different perspectives thereof, 
as well as applying these perspectives to John’s situation. Throughout your essay, refer to loyalty as 
virtue. 
Total [25] 
 
OR 
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OPTION B 
With the increase in technology, there has been an increase in a new kind of waste, i.e. e-waste.  
Write an argumentative, academic essay in which you discuss whether IT professionals, as well as IT 
companies, have a moral responsibility to be ‘green’. In this essay, you will need to discuss what 
‘Green IT’ is, as well as the different perspectives thereof (focussing on the article by San 
Murugesan). 
Total [25] 
Grand total: 50 
-------------- End of Section B -------------- 
 
